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[bookmark: _Hlk511840973]Faith Action Programme Leadership Team – Initial Ministerial Education (IME) Candidates 
Data Protection Policy
1. Introduction
[bookmark: _Hlk511841540][bookmark: _Hlk135654362]The Faith Action Programme Leadership Team (FAPLT) of The Church of Scotland is committed to being transparent about how it collects and uses the personal data of Candidates participating in the IME programme, and complying with data protection laws.

2. Purpose & Scope

[bookmark: _Hlk135653339]This policy applies to all current and prospective IME Candidates.   The purpose of this policy is to set out the FAPLT commitment to data protection, and the Candidate rights and obligations in relation to data protection.

3. Terminology
"Personal data" is defined as “Any information relating to an identifiable natural person (data subject) who can be directly or indirectly identified particularly by reference to an identifier”
 “Processing” is defined as any operation(s) performed on personal data or datasets including, but not limited to, collection, recording, organisation, structuring, storage, retrieval, use, disclosure, restriction, erasure, or destruction.  In general, any activity involving personal data will come under the definition of processing.
 "Special category personal data" includes an individual’s racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, health, genetic data, biometric data, sex life or sexual orientation.
"Criminal records data" means information about an individual’s criminal convictions and offences, and information relating to criminal allegations and proceedings.
4. Roles and Responsibilities
FAPLT through The Church of Scotland has an appointed Data Protection Officer (DPO), Alice Wilson. The DPO role is there to monitor compliance with data protection laws and act as main contact for individuals and the UK Information Commissioner’s Office (ICO). The DPO also informs, advises and trains FAPLT on its data protection obligations.  If an individual requires further information or wishes to exercise their rights they should be directed to the Church of Scotland Law Department LAWDEPT@churchofscotland.org.uk, with the Subject titled “FAO Data Protection Officer” or by emailing Privacy@churchofscotland.org.uk.
Candidates are responsible for ensuring that FAPLT have accurate and up to date records about them. Candidates should inform FAPLT if any of their data provided to FAPLT changes, for example if a Candidate moves house or changes their bank details. Candidates are also responsible for complying with data protection requirements, including attending training and following policies and procedures.

5. Data Protection Principles
FAPLT processes Candidate personal data in accordance with the data protection principles.
1. The processing of Candidate personal data is done so in a lawful, fair and transparent manner (Principle 1 – Lawfulness, Fairness and Transparency).
2. The processing of Candidate personal data is only for specified, explicit and legitimate purposes (Principle 2 – Purpose Limitation).
3. The processing of Candidate personal data is adequate, relevant and limited to what is necessary for the purposes of processing (Principle 3 – Data Minimisation).
4. Keeping accurate Candidate personal data and taking all reasonable steps to ensure that inaccurate Candidate personal data is rectified or deleted without delay (Principle 4 – Accuracy).
5. Keeping Candidate personal data only for the period necessary for processing (Principle 5 - Storage Limitation).
6. Adopting appropriate measures to make sure that personal data is secure, and protected against unauthorised or unlawful processing, and accidental loss, destruction or damage (Principle 6 – Integrity and Confidentiality).
There is the overarching Accountability principle, which requires organisations to demonstrate that they comply with data protection laws. The regulator, UK Information Commissioner’s Office (ICO), can at any time ask an organisation to demonstrate their compliance. 
[bookmark: _GoBack]FAPLT will ensure that Candidates are fully informed of what personal data is collected, the purposes, the lawful basis, retention of the data etc. This is achieved by the published privacy notices, provided to Candidates when their personal data is initially collected. Candidates can be assured that their data will not be processed for additional purposes that are incompatible with the original purposes. Where FAPLT relies on its legitimate interests as the basis for processing data, it will carry out a legitimate interests assessment (LIA) to ensure that those interests are not overridden by the rights and freedoms of Candidates.
FAPLT processes special categories of personal data, for example religious beliefs or health data, and also carry out criminal records checks. FAPLT are required to do this under employment law and legal obligations. 
As stated earlier and to comply with Principle 4 FAPLT will update Candidate personal data promptly when a Candidate advises that their information has changed or if the data held is inaccurate.
Personal data gathered during the IME programme is held in the Candidate's personal file (in hard copy or electronic format, or both), and on an IME Candidate database. FAPLT only holds Candidate personal data for as long as is necessary in connection with training needs in line with our data retention policy. The retention period will be documented in the privacy notices. An example of our retention schedule is the electronic training files for Graduate Candidates (those who are free to apply for charges or appointments) are retained for 5 years, then destroyed securely following Church procedures. However their application will be retained for the full duration of their Ministry on their personal file. 
FAPLT has an up to date record of its processing activities in respect of Candidate personal data in accordance with the requirements of data protection laws. 
6. Individual Candidate Rights
As a data subject, Candidates have a number of rights under data protection laws. They are as follows:
· Right to be informed – this is achieved by privacy notices being in place
· Right of Access – this means individuals have the right to access and receive a copy of all personal data the Church holds about them
· Right to Rectification – this means individuals have the right for incomplete or inaccurate data to be corrected
· Right to Erasure – commonly known as the Right to be Forgotten (RTBF), this means an individual can request that data held about them is deleted.
· Right to Restrict – this right links with exercising other rights and it treated as a request to stop processing data until the issue is resolved
· Right to Data Portability – this means that individuals have the right to request a machine-readable file (e.g. a .csv file) and transfer it to another organisation
· Right to Object – this means an individual can object to how their data is processed. It is absolute right in relation to direct marketing
· Right to know of any Automated individual decision-making, including profiling – this means an individual has the right to be informed of any automated decision making, including profiling and request that the decisions are reviewed by a human rather than a computer.
Candidates can exercise their rights at any time. It’s worth noting that not all rights are absolute, the privacy notices will inform what rights apply to the processing activity. To make any data subject requests (DSR) Candidates should email Privacy@churchofscotland.org.uk or LAWDEPT@churchofscotland.org.uk with subject title ‘Data Subject Request’. The DPO will process the request accordingly and work with FAPLT to meet the request within the legal deadline of one month. It may be necessary prior to the request being processed for the Candidate to provide proof of identity to ensure no personal data is disclosed to unauthorised individuals. Depending on the type of request, Candidates can choose to receive the correspondence and any data for disclosure either electronically or in paper format.
 
7. Data Security
The Church takes its data protection obligations seriously and undertakes to ensure data is kept securely. The Church has internal policies, procedures and controls in place to protect personal data against loss, accidental destruction, misuse or disclosure, and to ensure that data is not accessed, except by employees in the proper performance of their duties. Where the Church engages third parties (processors) to process personal data on its behalf, such parties do so on the basis of written instructions, with appropriate contracts in place. The processors are under a duty of confidentiality and are obliged to implement appropriate technical and organisational measures to ensure the security of data as per the instructions contained within the contract.


8. International data transfers
Candidate personal data may be transferred to countries beyond the UK. If this is the case FAPLT will ensure that Candidates are informed of this in the privacy notice. If any transfers are out with the UK there will be appropriate safeguards in place along with an International Data Transfer Agreement (IDTA) documenting the transfer, what data is involved, what security controls are in place etc. 

9. Data breaches
If FAPLT discovers that there has been a breach of Candidate personal data FAPLT will report this to the DPO for investigation and advice as to whether the breach is reportable to the UK Information Commissioner’s Office (ICO). If it is reportable the ICO will receive the report within 72 hours of the breach being discovered. If the breach poses a risk to the rights and freedoms of Candidates then Candidates will be informed of the breach to enable them to protect themselves from the breach. 
10. Monitoring and Review
The impact of this policy will be monitored, and the policy is subject to amendments as necessary.  The policy will be reviewed every two years as a minimum.
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